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appliances, and other products and solutions are copyrighted products of SecureAuth Corporation.

Document revision history

Version Date Notes

3.5 2019-01 Device Recognition (digital fingerprint), MFA supported: email, phone,
SMS, help desk, KBQ.

3.6 2019-03 MFA options upgraded: Static PIN, OATH, KBQ
4.0 2019-09 Push-to-Accept symbol, No Factors error message
4.0.2 2020-01 Optional radio buttons Ul
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+1-866- 859-1526
SecureAuth ADFS VAM Deployment Guide
Website: https://www.secureauth.com/support

https://www.secureauth.com/contact

Contents
WHhat's NEW IN VEISION 4.0 ....cciiiiiieiiie ettt ettt ettt e st e s bt e e s at e e s bt e e sabeesabeesbbeesabeesbbeesabeesabeeesabaesabaesnteesabeeenares 1
INEFOTUCTION ..ttt sttt ettt e sttt e bt e e s bt e s bt e e s abeesabbe e abeesabeeesabeesabeesnbeesabeeeaeeesabeesasaeesabeennse 2
BENETILS QN USE CASES ....teiitii ettt ettt ettt e s e sttt e st e e s bt e e bt e e s bt e e sabeesabeeeabbeesabeeesbeesabeesnteesabeeann 2
MEFA/AJAPLIVE AUTNENTICATION ....eiiviiiciieeetee ettt e et e e et e e et e e e eteeesabeeebeeeeteeesbeseesseesateesnsesesnseeanns 3
=T = To (U1 LTS 3
Configuring the SecureAuth Identity Platform APl realm.........cooocuiiiieiiiiee et 3
Icons and images in SecureAuth ldentity PIatformi.........cooiiii i 4
INSTAIIATION <.ttt ettt e s et e sttt e st e e s bt e e s u b e e s bt e e a b e e e b et e sabee s bt e e hbeeebe e e abeesabeesbeeesabeenan 5
PEIMISSIONS ettt a e bt s a et e s a e s b e e r e s b e e e sar e e st 6
Yk ad [ oV =T ol o] fo) o 1=] o =T TSRS 7
Deploy and configure the ADFS VAN ... ...ttt e ettt e e et e e e et e e e e e ate e e s e ateeeeeabaeaeesteeasennbeeeeennbanaeennsenas 7
(€Yo o | B [NV W ele Yo 7 ={ U = 4 o o PSR 8
T YAV o= oo T A A U PSP 10
Upgrade considerations fOr ADFS VAIM .......coi ittt ertee ettt e e ette e s et e e s s sbeee s e sabaeeesnbaeesesnbaeeessnseeesanasenas 11
LiCENSE CONSIARIAIONS ... .teieiiieitie ettt ettt e s e e st e sttt e ane e e s be e e me e e smreesabeeesaneesbeeeanreesaneeesaneess 11
01T ={ = Yo L Ta (o] g o T- Y 4[] o NS ST 11
LI 1811 1S a Vo To ] AT 0¥ -SSRt 12
REIBASE MOLES . ettt b e st sat e sttt e b e s b e s bt e sae e e st e et e e beesheesaeesat e s bt e bt e b e e beeaneesaeesane s 12
VErsion 4.0.2 — 2020-01 ....ooiieieeieerteeiee ettt ettt sttt et et e sttt ettt e bt e s bt e sae e sane s bt bt b e e reesreenaeeearees 12
Version 4.0 — 2019-09 .......oiiiiiiiiiiiiiiiiiiii e 12
VErsion 3.6 — 2019-03 ......ooiiiiiiiie it e e e e et e e e e s e e e s e e e e s e e r e e e r e e e e s nrar e e s annnreenan 12
VErsion 3.5 — 2019-00 .....ueiiiiiiiiiieeieeee ettt e s e e e e e s e e e s e e e e r e e e e s r e e e e s r e e e e s annnneenan 13

SecureAuth www.secureauth.com 3


https://www.secureauth.com/Contact-Us.aspx
https://www.secureauth.com/Contact-Us.aspx
https://www.secureauth.com/Contact-Us.aspx
https://www.secureauth.com/support
https://www.secureauth.com/support
https://www.secureauth.com/support
https://www.secureauth.com/contact
https://www.secureauth.com/contact

SecureAuth www.secureauth.com



SecureAuth ADFS VAM Deployment Guide

What’s new in version 4.0

Version 4.0.2, released in January 2020, includes an update that enables you to use radio buttons in the user
interface. To use radio buttons in the Ul, set the RadioButtonsHTML property key to t rue, which is described in
“Setting up properties” in step 4.

The following images are the new user interfaces that support the radio button change.

SecureAuth ADFS

Welcome SACUSTOM\frojoamadeo-adm

Your company description text

Please select how you would like to receive your pin:

) Mail
O Phone
O SMS
() Push to Accept
O KBK
) Help Desk
) PIN

SecureAuth ADFS

Welcome SACUSTOM\frojoamadeo-adm

Your company description text

select which e-mail address you

® FRERXERERR (@ GFFRFEFER N cOm

Back To Delivery Methods...
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Introduction

This guide contains information on how to install the SecureAuth Active Directory Federated Server (ADFS) VAM
and how to configure it for use in an ADFS 3.0 environment. The SecureAuth ADFS VAM is a Multi-Factor
Authentication (MFA) Provider that uses the SecureAuth Authentication Application Programming Interface (API)
to send one-time passwords (OTPs) for use in authentication by an ADFS application.

The SecureAuth ADFS VAM module enables ADFS customers to add strong authentication to existing ADFS
integrations.

The SecureAuth® Identity Platform, released as version 19.07, was formerly called SecureAuth IdP.

Benefits and use cases

Many customers have comprehensive ADFS implementations that provide the convenience of single sign-on (SSO)
access but lack strong security, which puts applications at risk from a single breach. With this add-on module, you
can enable over twenty forms of strong authentication and advanced IP threat analysis.

Many customers employ this tool when converting their SSO-available applications (using SSO standards such as
SAML and WS-Federation) from ADFS to the SecureAuth Identity Platform. ADFS SAML secures their applications
before they are migrated to a single SecureAuth platform, which greatly simplifies administration.

Integrating with ADFS using SecureAuth two-factor authentication (2FA) can be challenging when pure
federation protocols, such as SAML or WS-Federated, are employed. The ADFS VAM was created to enable
SecureAuth two-factor integration, and to enable a migration strategy that moves away from ADFS.

Perhaps your company has a large customer base that currently uses ADFS, and you find that ADFS does not
provide the security needed in today’s hazardous threat environment. Additionally, although your company might
need to migrate away from ADFS, the high number of applications that need to be migrated all at once makes a
change difficult.

The ADFS VAM overcomes this obstacle by enabling ADFS-dependent applications and data to support
SecureAuth 2FA through our APl command structure. SecureAuth has created a full 2FA interface directly into
ADFS. This gives administrators an easy and straightforward path to move applications to SecureAuth federation,
while still protecting applications behind ADFS.
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MFA/Adaptive Authentication

The following options are available on the ADFS Value-Added module:
= Email E]
= Voice Call Text Message
= SMS/Text g

= PIN via Helpdesk

Security
Questions

Timed Passcode

=  Security Questions (knowledge-based questions)
=  OATH

= Static PIN

Timed Passcode

®  Push-to-Accept symbol

Prerequisites
The ADFS 2FA VAM and this documentation were built using the systems outlined below.
= ADFS 2FA Adapter 3.6 running on Windows Server 2012R2 and Windows Server 2016 ADFS 2FA Adapter

3.6 should be installed and operational.

= SecureAuth IdP version 9.1 and later; SecureAuth® Identity Platform version 19.07 and later

Configuring the SecureAuth Identity Platform API realm
1. Open the SecureAuth Identity Platform Admin realm.

If a realm is not yet set up, set one up before proceeding.

2. Select the API tab.
3. Inthe API Key section, select the Enable API for this realm checkbox.
4, Inthe APl Permissions section, select the Enable Authentication APl checkbox.

Click Generate Keys.

6. Copy and save for later the following two values: Application ID and Application Key 7. Under the MultiFactor
Methods tab, ensure that KBQ and Push-to-Accept are enabled.

8. Add the following key to web.config.
<add key="OTPFieldMapping" value="<SecureAuth IdP Profile Property>" />

In the Data tab, map a new attribute that describes where to save the OTP; for example:
<add key="OTPFieldMapping" value="<AuxIdl>" />
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Icons and images in SecureAuth Identity Platform
1. Locate the ADFS folder inside the SecureAuthAdapter installation package.

2. Copy the folder and paste it into the Identity Platform realm that will be used for ADFS.

RN SecureAuth24 (= [o |
Home Share View v 0
© « 4 [ 1 » ThisPC » Drive-D (D) » Secureauth »| SecureAuth24 |» v & ] [ Search SecureAuth2s o]
& Favorites Name T Date modified Type Size o
' B Desktop || 1 ADFs 1/14/20199:22 AM  File folder I
& Downloads . App_Start 11/13/2018 6:46 AM  File folder
%] Recent places . assets 11/13/2018 6:46 A File folder L
.. Authorized 11/13/2018 6:46 AM  File folder i@
M This PC . backup 11/ File folder
5 f Desktop bin 11/13/ File folder
Bl Docaments . bootstrap 11/13/2018 6:46 AM  File folder
8 Downloads . CAS 11/13/2018 6:46 AM  File folder
U Music . configbackup File folder
B Pictures 1. customEmail 3/2018 6:46 AM  File folder
B Videos | customized 11/13/20186:46 AM  File folder
:ﬁ Drive-C (C:) .. ErrorLog 3/2018 6:46 AM  File folder
—y Drive-D (D) . Images File folder
libraries File folder
Q”* Network L MSI File folder
. oTP File folder
. PostAuthData File folder
./ Resource File folder
) Scripts 11/13/2018 6:46 AM  File folder
I Self-Service-Verification-1.0.0.5 11/13/2018 6:46 AM  File folder
. Themes 6:46 AM  File folder
Hrmel™ mmbenl~ 11/12/79010 £ AR ANA Cilafnldas
214 items 1 item selected State:!B Shared

Note: ADFS should contain two subfolders: Images and Scripts. The path of those images will be used to set up
properties later in the VAM configuration.

SecureAuth
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‘SAdapterinstaller-4.0 » SecureAuthAdapter » Images » v ¢ ‘ ’ Search Images P

Name - Date modified Type Size

Branding Blue 9/20/2012 11:14 AM  File folder

Branding Grey 14 AM  File folder

Old Blue 9/20 1:14 AM  File folder
% 301.GIF 8721 :13AM  GIF image
| Email.png 9/20/2 PNG image 17 KB
R HelpDesk.png PNG image 19 KB
B KBQ.png 9/20 PNG image 24 KB
R OATH.png 9/2 PNG image 18 KB
R passcode via notification.png PNG image 18 KB
R PIN.png PNG image 11 KB
| PushAccept.png 9/20/2 PNG image 19 KB
M| PushAcceptSymbol.png PNG image 18 KB
| SMS.png 9/ 11:13AM  PNG image 14 KB
R Voice.png ‘ :13AM  PNG image 23 KB

By default, the Images folder contains the SecureAuth Branding Blue icons, but you can copy the branding
Grey or Old Blue and replace them in this folder.

Installation

1. Copy the ADFSAdapterinstaller into any path (C:).

2. Open a command prompt as an Administrator.

a. In Windows Start, search for cmd.

b. Right-click Run as Administrator.

Search

Pin to Start
Unpin from Taskbar

Open in new window
Run as administrator

Open file location

SecureAuth www.secureauth.com
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3. Setthe path where the ADFSAdapterInstaller is located (e.g., cd + C:\ ADFSAdapterinstaller).

BE |

ch. | Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.960801
(c) 2813 Microsoft Corporation. All rights reserved.

\Windows\system32>cd C:\ADFSAdapterInstaller

4. Type or paste . \ADFS-Adapter-Installer.bat to runthe ADFS-Adapter-Installer.bar script.
:\ADFSAdapterInstaller>.\ADFS—Adapter—Installer.bhat_

5. Follow the steps in the Command window.

Administrator: Windows PowerShell

his script will install the local Securefuth AD FS 2FA Adapter 3.6
his script »*MUST*» he executed with Adminitrative pernission

ress any key to continue . . .

Adding Securefuthfidapter folder to ADFS ...

ompleted

Adding SecureAuthADFSAdapter.dll to GAC ...
completed

omplete

egistering SecurefAuthfAdapter

estarting ADFS Service ...

ompleted
Script complete. Review the installer.log for errors

ress any key to continue . . . _

Note: Check the installer.log file for more information if you receive an error message.

Permissions
Add Adfs service read and write permissions to the following folder and subdirectories or files:

C:\windows\ADFS\SecureAuthAdapter\logs

SecureAuth www.secureauth.com
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Setting up properties
1. Open Notepad as Administrator (right click -> run as Administrator).

If you cannot open the .txt file as an administrator, right click the file | properties | security | edit
permissions.

2. Enable full control for yourself to gain editing permissions. (You must have editing permissions or the changes
will not be saved in the .txt file).

3. Open the file: C:\Windows\ADFS\SecureAuthAdapter\Props\SecureAuthProperties.txt

4. Replace the following attributes with appropriate values. (You can copy and modify the following text before
pasting it into the file)
"EnablelLogs": "detailed",
"AppID": "[The previously generated Application ID]",
"AppKey": "[The previously generated Application Key]",
"SecureAuthRealmUrl": "https://[YourSecureAuthHostName]/SecureAuth[APl_Realm]/",
"UseSAMAccountName": "sAMAccountName",

"PhonelmageUrl": "https://[YourSecureAuthHostName]/SecureAuth[API_Realm]/adfs/Images/voice.png",
"SMSImageUrl": "https://[YourSecureAuthHostName]/SecureAuth[API_Realm]/adfs/Images/sms.png",

"EmaillmageUrl": "https://[YourSecureAuthHostName]/SecureAuth[APl_Realm]/adfs/Images/email.png",

"KBQlmageUrl": "https://[YourSecureAuthHostName]/SecureAuth[API_Realm]/adfs/Images/kbq.png",
"HDImageUrl": "https://[YourSecureAuthHostName]/SecureAuth[API_Realm]/adfs/Images/helpdesk.png",
"OathlmageUrl": "https://[YourSecureAuthHostName]/SecureAuth[API_Realm]/adfs/Images/oath.png",
"PushAcceptimageUrl":

"https://[YourSecureAuthHostName]/SecureAuth[APl_Realm]/ADFS/Images/adfs/pushaccept.png",
"ProgressGifUrl": "https://[YourSecureAuthHostName]/SecureAuth[APl_Realm]/adfs/Images/301.gif",
"ScriptBaseUrl": "https://[YourSecureAuthHostName]/SecureAuth[API_Realm]/adfs",
"KBAQMaxValidCount": Minimum number of correct Knowledge-Based Answers (KBA),

"DisableSSL": "true" for development environment, "false" for production environment "IDPVersion":
“V92“’

"NoFactors": "No factors error message",

"NoFactorsLink": "any link to show after no factor error message",
"OTPTimeoutinMinutes": 3
"RadioButtonsHTML": "false"

Deploy and configure the ADFS VAM

Configure the ADFS VAM to apply multi-factor authentication either at a global level or to specific Relying Party
Trusts. The following subsections describe each application.

SecureAuth www.secureauth.com 7
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Global-level configuration

By default, the package installation will configure both the Intranet and Extranet zones to use MFA. Complete the
package installation by using the following steps:

1. Start the ADFS Microsoft Management Console (MMC).

2. Click the Service > Authentication Methods container in the navigation pane on the left side.

Gl ADFS

@ File Action View Window Help

< 25 HFE

| ADFS Authentication Methods

v [ ] Service —A'
7| Attribute Stores Authentication Methods Overview
_ Authentication Methods
1 Certifi You can configure primary authentication methods and multifactor authentication methods.
| Certificates
~| Claim Descriptions Leam more
_| Device Registration AD FS Help
~| Endpoints
~| Scope Descriptions Primary Authentication Methods

Yy Web Appllcatlo_n ‘Proxy Primary authentication is required for all users trying to access applications that use AD FS for
_| Access Control Policies authentication. You can use options below to configure settings for primary authentication
~| Relying Party Trusts methods.

| Claims Provider Trusts Extranet Forms Authentication Edit

_| Application Groups Intranet Forms Authentication

Additional Authentication Methods
You can use options below ta configure settings for additional authentication methods.

Authentication Methods  Not configured Edit

3. Click the Edit link under Additional Authentication Methods section.

SecureAuth www.secureauth.com 8
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Gl ADFS

i File Action View Window Help
&= 2

v [ Service
1 Attribute Stores Authentication Methods Overview <
| Authentication Methods
| Certificates You can configure primary authentication methods and multifactor authentication methods.
| Claim Descriptions Leam more
| Device Registration AD FS Help
| Endpoints

__| Scope Descriptions

Primary Authentication Methods
| Web Application Proxy

. 5547 Primary authentication is required for all users trying to access applications that use AD FS for
| Access Control Policies authentication. You can use options below to configure settings for primary authentication

~| Relying Party Trusts methods.
[ Claims Provider Trusts Extranet Forms Authentication Edit
~ Application Groups Intranet Forms Authentication

Additional Authentication Methods
You can use options below to configure settings for additional authentication methods.
Authentication Methods  Not configured Edt

4. Define the requirements to use to determine whether the authentication request will require MFA.

You can define specific users and groups, device types, or locations. By default, the package installation will
set both Extranet and Intranet to be protected by MFA.

Note: Ensure that SecureAuthAdapter is checked in the authentication providers field at the bottom of the
Properties window.
1

Edit Authentication Methods X

Primary Addtional

Select addtional authentication methods. You must select at least one of the following methods
to enable MFA:

[[] Certificate Authentication
[] Azure MFA

SecureAuthAdapter

Leam more about additional authentication providers

5. Click OK to save the settings for ADFS.

SecureAuth
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Use the following steps to remove global settings for MFA requirements to set specific Per Relying Party Trust

methods.

Note: Do not clear the SecureAuthAdapter checkbox from the authentication providers field when removing

requirements

1. Start the ADFS Management MMC.

2. Expand the container and click “Relying Party Trusts” on the left side.

i ADFS
il File Action
<27 HE

View Window

Help

| ADFS
v | Service

| Attribute Stores
| Authentication Methods
| Certificates
_| Claim Descriptions
_ Device Registration
_| Endpoints
| Scope Descriptions
_| Web Application Proxy

| Access Control Policies

_ Relying Party Trusts

| Claims Provider Trusts

~| Application Groups

Display Name

outlook on wi

Salesforce
Microsoft Office 365 Identity Platform Worldwi

eb

= O X
- || &
Actions
Relying Party Trusts -
Add Relying Party Trust...
View »

New Window from Here

G| Refresh

ﬂ Help

Testing 2F -
Update from Federation Metad...
Edit Access Control Policy...
Edit Claim Issuance Policy...
Disable
Properties

K Delete

ﬂ Help

3. Authentication Policies Per Relying Party Trust: Click the specific Relying Party Trust to add MFA to.

4. Click Edit Access Control Policy in the Action pane on the right side.

5. Define the requirements to be used to determine if the authentication requests for this Relying Party Trust
will require multi-factor authentication.

SecureAuth
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Edit Access Control Policy for web X
Access control policy
Choose an access control policy: !
Name Description
Pemit everyone Grant access to everyone.,
Pemit everyone and require MFA Grant access to everyone and requir...

Pemit everyone and require MFA for specific g... Grant access to everyone and requir...
Pemmit everyone and require MFA from extranet... Grant access to the intranet users an...
Pemit everyone and require MFA from unauth... Grant access to everyone and requir...
Permit everyone and require MFA, allow autom... Grant access to everyone and requir...

Pemmit everyone for intranet access Grant access to the intranet users.

Pemit specific group Grant access to users of one or more...
Policy

Pemit users

and require multifactor authentication

OK Cancel Apply

Upgrade considerations for ADFS VAM

License considerations

If you are adding additional ADFS servers for MFA to a server farm or cluster, you will need to have the VAM
installed on all servers in the farm or cluster. One license covers all servers added to the ADFS farm; secondary
ADFS servers do not require additional licensing cost, no matter how many servers you add to your farm or
cluster.

Upgrade information

Before upgrading SecureAuth Identity Platform appliances, open a Support ticket. When your site is ready to
upgrade, get started by creating a support ticket and selecting | have a question or issue regarding SecureAuth
Value-Added Modules (VAMs) from the "Submit a request" dropdown. A SecureAuth Tailoring engineer will
contact you and evaluate and ensure that the VAM can be upgraded.

When installing the upgraded version of the VAM, first completely uninstall the original product, then run the
installation script for the new version.

To uninstall, you need to run the uninstall script. If you installed the VAM with an .msi installer, uninstall the

SecureAuth www.secureauth.com 11
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VAM by using the uninstall wizard, available from the Control Panel > Uninstall or change a program > Uninstall

Troubleshooting

In ADFS Server 2019, Microsoft changed the HTML header security policy. For example, by default, you cannot
load scripts from other domains. If the SecureAuth appliance resides on another domain, it must be added in the
policy. The following documentation is available on the Microsoft website:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/customize-http-securityheadersad-fs
The following is the recommended configuration:

Set-AdfsResponseHeaders -SetHeaderName "Content-Security-Policy" -SetHeaderValue "default-src
https://domainl.com https://domain2.com 'unsafe-inline' 'unsafe-eval'; img-src
https://domainl.com https://domainZ.com data:;"

Set-AdfsResponseHeaders -SetHeaderName "X-Frame-Options" -SetHeaderValue "deny" Set-AdfsResponseHeaders
-EnableResponseHeaders Strue

Release notes

The following release versions catalog the changes to the SecureAuth ADFS VAM.

Version 4.0.2 — 2020-01

Version 4.0.2 includes an update that enables administrators to use radio buttons in the Ul by changing the
RadioButtonsHTML property key to false or true.

Version 4.0 — 2019-09

Version 4.0 includes the following updates:

P2A symbol: End users can authenticate by accepting a pushed symbol.

No factors message: Administrators can specify a message and redirect link in the properties.txt file that is
displayed on the login page when end users do not have multi-factors enabled.

Unistaller.bat: This file generates a backup on the C:\SecureAuthBackup drive.

Version 3.6 — 2019-03

Version 3.6 includes the following updates:

Static PIN: End users can authenticate by entering a static personal PIN.

OATH: End users can select up to four desktop and mobile registered devices and validate them with a
onetime passcode provided by the SecureAuth Authentication API.

KBQ: End users can set up and answer knowledge-based questions to authenticate.

SecureAuth www.secureauth.com 12
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Version 3.5 — 2019-01
The VAM supports digital fingerprint device recognition. MFA support includes email, phone, SMS/text, help desk,
and KBQ.
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