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PeopleSoft VAM Deployment Guide

Introduction

This document describes how to deploy and configure the PeopleSoft Value-Added Module (VAM) on a

SecureAuth® Identity Platform appliance. Adding the PeopleSoft VAM in your environment will enable
authentication and authorization of applications running on PeopleSoft.

All SecureAuth multi-factor authentication (MFA) and Adaptive Authentication capabilities are supported.

The SecureAuth® Identity Platform, released as version 19.07, was formerly called SecureAuth IdP.

Prerequisites
The PeopleSoft VAM and documentation are compatible with the following systems:

PeopleSoft 9.2 and PeopleTools 8.57.07 and later, running on Oracle Linux Server 6.6
PeopleSoft must be installed and operational
PeopleTools must be configured to support a two-tier connection to complete all required deployment
steps. A three-tier connection cannot be used.

SecureAuth IdP version 9.1 and later; SecureAuth® Identity Platform version 19.07 and later

Oracle Database 12c (however, all versions compatible with PeopleTools are supported)

The following systems were used to develop and test this VAM:

PeopleSoft 9.1.
PeopleTools 8.57
Tested with PeopleSoft Fluid user interface

Deploy and configure PeopleSoft
Use this document to install, deploy, and configure the VAM by completing the following workflow:

Import a project file into the PeopleSoft system to support encryption of the username between SecureAuth
and PeopleSoft, and to install PeopleCode.

Create a user profile in PeopleSoft, if needed.

Update the web profile to accept the new user profile.

Obtain the encryption key and version used by PeopleSoft for use between systems.

Configure a SecureAuth realm to validate a credential and redirect the user to the PeopleSoft server for
seamless login.
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Import a project file
The project file you will import is called PROJECT_SA2FA.

Before starting this task, the PeopleTools Application Designer must be configured to connect to the PeopleSoft
database using 2-tier. An application server connection cannot be used for database modifications.

The project contains the following:

Record SA_SIGNON.SA_AUTH

This record contains the function Validate_User() used during the login process when an end user is passed
by an appliance realm to PeopleSoft.

Record SA_CONFIGTABLE.SA_CONFIGKEY, SA_CONFIGVALUE

SQL Query SA_GETCONFIGVALUE

Fields SA_CONFIGKEY, SA_CONFIGVALUE

1. Loginto the PeopleSoft database using the PeopleTools Application Designer.

Signon X
ORAC'—E. PeopleT ools 8.56.09
Enter Signon Information Below:
Connection Type: Oracle ¥
Database Name: [HHSZU 0z7
User ID: | PS
Password: | ITITIINIY)

Cancel

Copyright © 1988.2017, Oracle and/or its affiliates. &l nghts reserved.
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2. Open the Copy from Files dialog box. Select Tools > Copy Project > From File

&1 Application Designer - Untitied = O X
File Edit View Insert Build Debug Tooks Go Window Help

D@HG & { EBE (§  \VlidateProject

Validate Database WSRP

& Untitled
Validate Component Interfaces
Compile all PeopleCode
Compile Project PeopleCode
Diff/Merge Project PecpleCode »
Diff/Merge External Text >
Compare and Report >
Data Administration
Change Control
Upgrade

>
>
>
Translate >
>
>

Miscellaneous Definitions
4 vevepment [ 7 | Bulk Operstons
Options...

Create Change Package
Finalize Change Package

< I

<] >\ Buid Results ), Validate /

Performs an upgrade copy from external files

4. Click PROJECT_SA2FA and then click the Select button.

&l Copy From File : Select Project X
Look in: [ | | Application Designer v @& @
i’ Name - Date modified Type
| PROJECT_SA2FA 10/26/2018 8:45 AM  File folder
Quick access
Desktop
m
Libraries
2
This PC
$ e >
Network )
Fie pame | v o]
Select

SecureAuth www.secureauth.com 3
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Click Select All then click Copy.

ﬂ Application Designer - PROJECT _SA2FA
File Edit View Insert Build Debug Tools Go Window Help

L ERLLE-T-0

&%) PROJECT_SA2FA

(2 Application Packages Capy From File
@#-{Z3 Records
PeopleT ools Release: 8.56.09
Source
File Name: PROJECT_SA2FA
Application Release: HRMS 9.20.000
Service Pack: o
Target

Database Name: HRS2U027
Application Release: HRMS 9.20.000
Service Pack: 1)

Oyenide Pre-Requisites
[[] Compile PeopleCode after Impart

ﬁm ]f.'-'wﬂl! | Impoit Directory

Opening project ...
1 Records definition(s) in project.
1 Application Packages definition(s) in project.
1 Application Package PeopleCode  definition(s) in project.
3 total definition(s] in project.
v

<[ » 1\ Build }, Upgrade ) Results £ Vaidate

Ready

The following image shows the Project after the import.

File Edit View Inset Build Debug Tools Go

PEHT & 120 &85 |

551 PROJECT_SAZFA
=-£3 Fields
@ SA_CONFIGKEY
i @ SA_COMFIGVALUE
=423 Records
=63 SA_CONFIGTABLE
. e SA_CONFIGKEY
. i.¢ SA_CONFIGVALUE
=65 SA_SIGNON
é_._o_ SA_AUTH

...} FieldDefault

=-23 SaL
i g SA_GETCOMNFIGVALUE
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6. Build the project.

&l

File Edit
=89

View Insert Build

Debug

Tools

Go

Application Designer - HR92U031 - PROJECT

Window

Help

£ PROJECT_SAZFA
5.£3 Fields
.4 SA_CONFIGKEY
‘.. SA_CONFIGVALUE
=<3 Records
5.§5) 5A_CONFIGTABLE
o SA_CONFIGKEY
| L.g SA_COMFIGVALUE
5-E5 SA_SIGNON

S SA_AUTH

-a SQL
L g SA_GETCOMNFIGVALUE

Build Scope

Build

S5&_COMFIGTABLE
S&_SIGMNON

Build O ptiong
Create Tables
Create Indexes
[ Create Wiews
[] Aalter T ables
[] Create Trigger

() Build script file

Build Execute Optionz

() Execute SOL now

(®) Execute and build script

Cancel

Settings. ..

7. Recompile the PeopleCode by clicking Save.

PeopleCode is now imported to the PeopleSoft system.

8. Run T-SQL Script to update the following configurable settings for the VAM.

SALOGINURL: The SecureAuth realm redirect URL
SALOGFILE: The path and name for the log file

SAUSER: The anonymous user account. Can be a new or existing user
SAUSERIDCAP: Accepts “UPPER”, “LOWER”, “NONE” which indicate how the capitalization of the UserID

must be entered.

SAALGCHAIN: The description algorithm name.
NOTE: UserlID in AD or SQL datastores is NOT case sensitive but UserlID in PeopleSoft is case sensitive.

Run PeopleSoft DataMover. Open the PeopleSoft-DataMover-ConfigValues-Script.dms file, update the
script with appropriate values, and run the script.

The PS_SA_CONFIGTABLE table, shown in the following image, was created automatically in the Oracle
database after the project was built in step 6.

SecureAuth
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= (Untitled) - Data Mover \;li-

File Edit View Help

=8 & ' £ 7

INSERT INTO PS_SA_CONFIGTABLE VALUES("SALOGINURL", "https:// <SecureAuth Server> /SecureAuthXX/SecureAuth aspx’); ~
INSERT INTO P5_SA_CONFIGTABLE VALUES('SALOGFILE", "/ump/SECUREAUTH_SA_SIGNON_SA_AUTH FieldDefault.txt");

INSERT INTO P5_SA_CONFIGTAELE VALUES('SAUSER", "SALOGIN’);

INSERT INTO P5_SA_CONFIGTAELE VALUES('SAUSERIDCAFP", "UPPER");
INSERT INTO P5_SA_CONFIGTAELE VALUES('SAALGCHAIN", "SA_VAM_FOR_P5_DEC");

< m >

Database: HR92U031 (ENG) -
SQL Successful - INSERT INTO PS_SA_CONFIGTABLE VALUES("SALOGINURL", "

SQL Successful - INSERT INTO PS_SA_CONFIGTABLE VALUES("SALOGFILE’, "/tmp/SECUREAUTH_SA_SIGNON_SA_AUTH _ FieldD:
SQL Successful - INSERT INTO PS_SA_CONFIGTABLE VALUES("SAUSER", "SALOGIN")

SQL Successful - INSERT INTO PS_SA_CONFIGTAEBLE VALUES("SAUSERIDCAP’, "UFPER")

SQL Successful - INSERT INTO PS_SA_CONFIGTABLE VALUES("SAALGCHAIN', "SA_VAM_FOR_PS_DEC") H
Ended: Wed Oct 20 08:38:54 2021 H
Successful completion
Script Completed.

£ m >
Ready HR92U031  ORACLE Trace Off MUM

NOTE: SALOGIN is used throughout this document as the example name. ID can be any valid username. You will
create the ID in the following steps.

SecureAuth www.secureauth.com 6
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Create the Anonymous Login user profile

Optional: Complete this optional step if an anonymous user is not available for use in the VAM. This is the name

of the user that is configured in step 8 for the SAUSER.

1. Loginto PeopleSoft using a web browser.

ORACLE
PEOPLESOFT

Pg

Password

Select a Language

English

Sign In

M Enable Screen Reader Mode

Copyright © 2000, 2017, Oracle and/or its affiliates. All rights reserved

ORACLE

[ATaT]
Comparny
Directory

[ A A ]

@ v
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3. Click the Add New Value tab, shown in the following image.

6.

< PeopleSoft Developer
[T"] User Profiles

[i"] Permission Lists

] Roles
1 Row Level Security v
" Security Deployment v

User Profiles

Security

Enter any information you have and click Search Leave fields blank for a ist of all values.

Find an Existing Value | Add a New Vaiue 4

Search Criteria

Search by: |UseriD v |begins with

Search | Advanced Search

mnn an Existing Value | Add a New Value

»

New Window | Help

< Signon PeopleCode

User Profiles

Find an Existing Value | Add a New Value

Add the username by clicking Add.

I User ID SALOGIN

Add

Add (At 1) |

Find an Existing Value | Add a New Value

< Signon PeopleCode

General D || Roles | Worldlow || Audit

UseriD  SALOGIN
Description
Logon Information

Symbolic ID

Password Expired?
User ID Alias
Edit Email Addresses
General Attributes
Language |English
Currency
Default Mobile Page
Permission Lists
Navigator Homepage

Process Profile

) Save

User Profiles

User Profiles

inks | UserID Queries

[ account Locked Out?

New Password

Confirm Password ses.

Instant Messaging Information

[JEnable Expert Entry
Q
Q Primary
a Row Security Q

General | ID | Roles | Workflow | Audit | Links | User ID Queries

% Add || 2] UpdateDisplay

U I N C)

New Window | Help

Enter the password for the new User ID in the New Password and Confirm Password text fields.

New Window | Help | Personalize Page

SecureAuth
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7. Select None from the ID Type dropdown.
8. Click Save.

New Window | Help | Personalize Page
General =] Roles Workflow

User ID Queries
UserID SALOGIN

Description

ID Types and Values Find | View All First ‘& 1of1 ‘b Last

*| =
“ID Type: None .
Attribute Name Atiribute Value Description
User Description
Description:
Set Description o type in User Description
11l Save + Add 2] Update/Display

General | ID | Roles | Workflow | Audit | Links | User ID Queries

PeopleCode

ser Profiles

New Window | Help | Personalize Page
| General | 1D || Roles | Workflow || Audit | Links || UserID Queries |

UseriD SALOGIN

Description

ID Types and Values Find | View Al First ‘& 10of1 & Last

“ID Type: None Warning - Symbolic ID is missing.

Help
Attribute Name Atribute Value
A Symbelic ID links a PeopleSoft user with a database-level user.
A Symbalic D is required for the following types of users:
Users that make a 2-tier connection using Connect Id / Connect Password
authentication
User Description Users who submit jobs via Process Scheduler.
E Do not show this message again
Description: [ ‘

oK Cancel
Set Description o type in User Description.

[Esave |

General |ID | Roles | Workfiow | Audit | Links | User ID Queries

SecureAuth www.secureauth.com 9
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Update web profile

1. Open the Web Profile Configuration screen. Select PeopleTools > Web Profile > Web Profile Configuration

NavBar: Navigator
. 4 |PeopleTools *
Recent Places
Translatipns >
* Automatpd Config Manager >
My Favorites
EDI MlnTgur >
Navigator Mass Chgnges >
% Health Cqnter >
Com]
Di Sory Per Monitor >
g Web Profile 3
My Team
Automated Scheduler >
'@ Push Notifications >

< Manager Self Service Web Profile Configuration

New Window | Help

Web Profile Configuration
Enter any information you have and click Search. Leave fields blank for a list of all values.
Open an Existing Web Profile | Add a New Web Profile

¥ Search Criteria

Search by:leﬁIe Namme begins with I Leave Blank

l Search Iédvan:edSnafch

ha Click Search

Open an Existing Web Profile | Add a New Web Profile

SecureAuth www.secureauth.com 10
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3. Select the active web profile.

¢ Manager Self Service Web Profile Configuration

New Window | Help

Web Profile Configuration

Enter any information you have and click Search. Leave fields blank for a list of all values.

Open an Existing Web Profile Add a New Web Profile

v Search Criteria

Search by: Profile Name begins with

Search | Advanced Search

Search Results
ViewAll First ‘& 15005 & Last
Profile Name

bV ¢—————————  Select the active profile
KIOSK

PROD

STANDALONE

TEST

Open an Existing Web Profile | Add a New Web Profile

NOTE: If you do not know which web profile is active because the location of configuration.properties
(which determines what web profile is used) varies from system to system, you can determine the active
web profile by searching Web Profile History.

NavBar: Navigator

4 Web Profile *

Web Profile Configuration

' Web Profile History

Copy Web Profile

E Delete Web Profile

¢ Manager Self Service Web Profile History ) P ®

New Window | Help

Web Profile History

Enter any information you have and click Search. Leave fields blank for a list of all values_

Find Existing Web Profile History

w Search Criteria

Search by: [Web Server Name ~ |begins with|

Ocase sensitive

‘ Search ‘AﬂvancedSearch

SecureAuth www.secureauth.com 11
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The page will refresh with the most recent active profile, shown in the image below.

< Manager Self Service

Web Profile History

Cookie Domain:
Virtual Addressing URL: http /ipeoplesoft
Listen Address: 192 168 56.101

Properties:

Web Profile Hist

Web Server Name: peoplesoft

HTTP Listen Port: 8000

Web Site Name: ps

Profile Name: PROD l

Profile was Loaded: 09/13/18 9.55PM

HTTPS Listen Port: 8443

Cookie Name: peoplesoft laptop.local-8000-PORTAL-PSJSESSIONID

=peoplesoft laptop.local 8033 ~
n=

configPath=homelpsa
INFlpsftdocs/ps

DynamicC

java vend
java versic

80_182

java vm nan
joltPooling

os.name=Linux

© N o wu

Click Save.

java.vm.info=mixed mode
Java HotSpot(TM) 64-Bit Server VM

ipsf/pt/8 56/webser plications/peog PORTAL warnWEB-
DomainConnec tionPwd=(value hidden)

onfigReload=1

path=java.class path

java home=/optioraclelpsf/ptidk1 8.0_162/re

racle Corporation

19,194 17 1 alftsick vBE A4

In the Public Users section, set the Allow Public Access checkbox.

Type SALOGIN in the User ID text field.

< General
General Security | Virtual Addressing Sookie Rules | Authorized Site | Caching || Debugging | [¥)
Profile Name PROD
Days to Auto Fill User ID o7 View File Time to Live 0] Seconds
[PiA use HTTP Same Server 7 | ggp

Authenticated Users

Public Users

[Z] Atlow Unregistered Content 7

Inactivity Warning 1,080 Seconds 7
Inactivity Logout 1,200, Seconds 7

Timeout Warning Seript WEBLIB_TIMEOUTPT_TIM

[ secured Access Only ?  [] Secure Cookie with SSL 7

HTTP Session Inactivity 0 Seconds 7

UTWARNING FieldFormula IScript_TIMEOUTWARNING Override ?

UserID 7
Password « ?
HTTP Session Inactivity 0/Seconds ?
Web Server Jolt Settings XML Link
Disconnect Timeout 0/Seconds ? UserID Q7
Send Timeout 50 Seconds ? Password ?
Receive Timeout 1300 Seconds ? XML Link Use HTTP Same Server 7

New Window | Help | Personalize Page

Type the password you previously created for the account into the Password text field.

L]

New Window | Help | Personalize Page

~

SecureAuth

www.secureauth.com
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Define algorithm chains

1. Loginin PeopleSoft and open the Algorithm Chain page. Select Navigator > PeopleTools > Security >
Encryption > Algorithm Chain.

NavBar: Navigator n'
i 4= Encryption *
:©

Recent Places Load Encryption Libraries

Algorithm Chain

LY FETTES Algorithm Keyset

E Encryption Profile

Navigator

Delete Encryption Profile

=

(3T2]3) Test Encryption Profile

Company
Directory

My Team

2. Open Algorithm Chain page

Algorithm Chain

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value Add a New Value

¥ Search Criteria

Search by: Algerithm Chain ID begins with ||

Advanced Search

Find an Existing Value | Add a New Value

SecureAuth www.secureauth.com 13
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3. Add a new value called AES 128 BASE64 ENCRYPTION as an algorithm chain ID. Call the algorithm chain ID
value anything you want.

< Manager Self Service

Algorithm Chain

Find an Existing Value ‘ Add a New Value ‘

Algorithm Chain ID |AES 128 BASEG4 ENCRYPTION| |

Find an Existing Value | Add a New Value

4. Add the required algorithm IDs and set the sequence of use, as shown in the following image.
Save your changes.

You need to search algorithm IDs as those are predefine in PeopleSoft.

< Manager Self Service

Algorithm Chain

Algorithm Chain ID  AES 128 BASE64 ENCRYPTION
Algorithm Chain Description ||‘*\E5 128 BASEG4 ENCRYPTION

Algorithm Chain

5 Q 1-4of 4
Algorithm ID Sequence
PSUnicodeToAscii Q 1 = -
aes ks128_cbc_encrypt Q 2 e —
base64_encode Q 3 + -
PSAsciiToUnicode Q 4 = -

Return to Search Previous in List Next in List Add Update/Display

SecureAuth www.secureauth.com 14
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5. Add a new value called AES 128 BASE64 DECRYPTION as an algorithm chain ID. Call the algorithm chain ID
value anything you want.

< Manager Self Service

Algorithm Chain

Find an Existing Value | Add a New Value |

Algorithm Chain ID | AES 128 BASEG64 DECRYPTION

Find an Existing Value | Add a New Value

6. Add the required algorithm IDs and set the sequence of use, as shown in the following image.
Save your changes.

You need to search algorithm IDs because those are predefined in PeopleSoft.

< Manager Self Service

Algorithm Chain

Algorithm Chain ID  AES 128 BASEG4 DECRYPTION
Algerithm Chain Description “QES 128 BASE6G4 DECRYPTION

Algorithm Chain

5 Q 14 0f 4
Algorithm ID Sequence
PSUnicodeToAscii Q 1 = -
base64 decode Q 2 I —
aes_ks128_cbe_decrypt Q 3 + -
PSAsciiToUnicode Q 4 o+ -

Return to Search Previous in List Next in List Add Update/Display

SecureAuth www.secureauth.com 15
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Define algorithm keysets

Define encrypt and decrypt algorithm keysets and define a key value for each.

1. Open the Algorithm Keyset page. Select Navigator > PeopleTools > Security > Encryption > Algorithm
Keyset

<{ Manager Self Service

Algorithm Keyset

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value ‘

¥ Search Criteria

Search by. | Algorithm ID |~| begins with ||

O Case Sensitive

Advanced Search

2. Add an encrypt algorithm keyset.

Type an algorithm ID that begins with aes_ks128_cbc_encrypt and click Search.

< Manager Self Service

Algorithm Keyset

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value

w Search Criteria

Search by: | Algonthm ID ~ b-eglnsv-rrI| aes ksi128_che_encrypl

[Jcase Sensitive
Search Advanced Search

3. Add a key value in the Use Entered Value field then save your changes by clicking Save.

SecureAuth www.secureauth.com 16
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NOTE: The length of the value that you enter depends on the key size of the cipher. For triple DES with a

key size of 112, the value length is 16 Bytes. For a key size of 168, it is 24 bytes. Represent the value in
hex notation.

You must generate the key value that you enter here. You can use any third-party key generation utility
capable of producing hex encoded keys of the required length for the algorithm that you are using.

Using a key generation utility is not a requirement. Alternatively, you can build a hex encoded string

manually by stringing together any combination of numbers (0-9) and letters (A-F) of the appropriate length.

< Manager Self Service

Algorithm Keyset

Algorithm ID aes ks128_cbc_encrypt

Keysets Q |

10f1 | View Al

KeysetiD  |RES_128_encrypt +

OUse Certificate Store Value

Certificate Alias:

Certificate Private Key

@® Use Entered Value
Key Value:
0x06B8CD7D5080103B1B9B03F0SDFBCOD3

Return to Search

4. Add a decrypt algorithm keyset.

Type an algorithm ID that begins with aes_ks128_cbc_decrypt and click Search

Algorithm Keyset
Enter any information you have and chck Search. Leave felds blank for a kst of all values

Find an Existing Value

* Search Criteria

Search by, | Algorthm ID |~ begns with

aes ks128_cbe_decrypt

Ocase Sensitive

Search Advanced Search

SecureAuth

www.secureauth.com 17



PeopleSoft VAM Deployment Guide

5. Add a key value in the Use Entered Value field then save your changes by clicking Save.

£ Manager Self Service

Algorithm Keyset

Algorithm ID aes k3128 _che_decnypt

Keysets Q 1ol View A

KeysetID |RES_128_decrypt
CiUse Certificate Store Value

Certificate Alias:

Certificate Private Key

#® Use Entered Value

-

(eDSBEBCDTDE080103B 1B8B03FOSDFBCODS

Bssll | Rewm to search

Define encryption profiles

1. Open the Encryption Profile page. Select Navigator > PeopleTools > Security > Encryption > Encryption
Profile

< Manager Self Service

Encryption Profile

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value Add a New Value

¥ Search Criteria

Search by. | Encryption Profile ID |~|  begins with ||

Advanced Search

Find an Existing Value | Add a New Value

SecureAuth www.secureauth.com
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2. Add a new encryption profile for AES 128 BASE64 ENCRYPTION.

Click Add a New Value. Type a name for Encryption Profile ID. (The name can be anything you want.)

< Manager Self Service

Encryption Profile

Find an Existing Value ‘ Add a New Value ‘

Encryption Profile ID | SA_VAM_FOR_PS_ENC|

Find an Existing Value | Add a New Value

< Manager Self Service Encryption Profile

Encryption Profile

Encryption Profile ID

Algorithm Chain ID

Description
Parameters

Algorithm 1D

Algorithm ID

¥ Parameter Values

Parameter Name

Parameter Value

Parameter
Name

Parameter Value

Algerithm ID

Algorithm 1D

Return to Search

SA VAM FOR PS ENC

AES 128 BASEG4 ENCRYPTION

|P\ES 128 BASEG4 ENCRYPTION

PSUnicodeToAscii

aes_ks128_cbc_encrypt

[\
(0x01020304050807080102030405060708

SYMMETRICKEY

AES 128 encrypt

baset4_encode

PSAsciiToUnicode

Previous in List Next in List

Q |

From Keyset

From Keyset

Notify

1of 4

Chain Sequence 1

Chain Sequence 2

10f2

Chain Sequence 3

Chain Sequence 4

Add Update/Display

SecureAuth
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4. Add a new encryption profile for AES 128 BASE64 DECRYPTION.

Click Add a New Value. Type a name for Encryption Profile ID. (The name can be anything you want.)

<{ Manager Self Service

Encryption Profile

Find an Existing Value ‘ Add a New Value ‘

Encryption Profile ID | SA_VAM_FOR_PS_DEC

Find an Existing Value | Add a New Value

< Manager Self Service Encryption Profile

Encryption Profile

Encryption Profile ID

Algorithm Chain ID

Description
Parameters

Algorithm 1D

Algorithm 1D

Algorithm 1D

¥ Parameter Values

Parameter Name

Parameter Value

Parameter
Name

Parameter Value

Algorithm 1D

Return to Search

SA VAM_FOR _PS DEC

AES 128 BASEG4 DECRYPTION
AES 128 BASEG4 DECRYPTION

PSUnicodeToAscii

baset4_decode

aes ks128 cbc_decrypt

I\

Q |

From Keyset

0x01020304050607080102030405060708

SYMMETRICKEY

AES_128_decrypt

PSAsciiToUnicode

Previous in List

From Keyset

Mext in List Notify

10of4

Chain Sequence 1

Chain Sequence 2

Chain Sequence 3

10f2

Chain Sequence 4

Add Update/Display
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Test encryption profiles

1. Open the Encryption Demo page. Select Navigator > PeopleTools > Security > Encryption > Test Encryption

Profile
2. Select Encryption Profile ID, for example, SA_VAM_FOR_PS_ENC or SA_VAM_FOR_PS_DEC
3. Enter a description of the text to be encrypted in Text to be Encrypted.
4. Click Run Encryption Profile.

The following image shows testing encrypted results.

< Encryption Profile

Encryption Demo

Encryption Profile ID:
SA VAM FOR _PS ENC Q Run Encryption Profile

Text to be Encrypted:
This is testing

Encrypted Text:
T9g2IGKQTANW.IG4gXYA19Q==

< Encryption Profile

Encryption Demo

Encryption Profile ID:
SA VAM FOR PS DEC Q Run Encryption Profile

Text to be Encrypted:
Tgg2IGKQT7ANWIG4gXYA19Q==

Encrypted Text:
This is testing
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Set up Signon PeopleCode

The record associated with PeopleCode must be configured for the Signon PeopleCode page. The code is

triggered using the public guest credentials (i.e., SALOGIN). The code must be enabled along with the function
Validate_User() as shown below.

1. Open the Signon PeopleCode page. Select PeopleTools > Security > Security Objects > Signon PeopleCode

NavBar: Navigator #
Serup HCm S
.
. @ Enterprise Components >
Recent Places
Worklist >
My Favorites Application Diagnostics >
E Tree Manager >
Navigator
Reporting Tools >
% PeopleTools 5
Company
Directory
Company Directory
“ Careers
My Team
@ Usage Monitoring

2. Add a new row by clicking the + button on the last row to the far right.

< Manager Self Service Signon PeopleCode

New Window | Help | Personalize Page]

Signon PeopleCode

Signon

{®invoke as user signing in

Olnvokeas UserID: Password:

Signon PeopleCode Personalize | Find | View All | L’ﬂ| B First ‘&' 1-60f6 '* Last

" Sequence Enabled *Record “Field Name Event Name Function Name Exec Auth Fail
10 FUNCLIB_PWDCNTL @ |PWDCNTL @ [FieldChange Password_Controls ==
2|0 FUNCLIB_LDAP @, | LDAPAUTH Q| FieldDefauit WWW_Authentication O H=H|E=
El|[m] FUNGLIB_LDAP Q [LDAPAUTH @ [FieldDefaut LDAP_Authentication ==
40 FUNCLIB_LDAP Q [LDAPAUTH @ |FieldDefault SSO_Authentication O #|=]
50 FUNCLIB_LDAP Q [LoaPAUTH @ [FieldDeraun LDAP_ProfileSynch [m] (#|[=
8|0 FUNCLIB_LDAP Q| LDAPAUTH @ |[FietdDefautt OAMSSO_AUTHENTICATION | (] EJJ =

[WiSave | |&* Refresh

3

Type SA_SIGNON in the Record text field; it should auto-complete as you type.
Type SA_AUTH in the Field Name text field.

Type FieldDefault in the Event Name text field.

Type Validate_User in the Function Name text field.

© oo o
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f. Set the Exec Auth Fail checkbox.

g. Save your changes.

< Manager Self Service Signon PeopleCode ﬁ - @
New Window | Help | Personalize Page
Signon PeopleCode

Signon
® invoke as user signing in

O invoke as User ID. Password

Signon PeopleCode

| sequence  |Enabled |Field Name

| 7

Wisave | % Refresh

=] Mwmww A

SA_AUTH

Because of copyright restriction, SecureAuth Corporation cannot provide documentation that outlines
modifications to PeopleSoft pages that redirects users to a SecureAuth appliance for the expire.html,
signon.html, signin.html, and start.html pages, to bypass the standard PeopleSoft user sign-on experience.
Consult Oracle Corporation for assistance with modifying these pages.

The Oracle Corporation software documentation license agreement is provided for your convenience.

<!l-- Copyright (c) 2000, 2013, Oracle and/or its affiliates. All rights reserved. --> <!-

ok K ok ok ok ok 3 K oK K ok ok ok ok 3k K oK K oK ok 3k ok 3k K oK K ok ok 3k sk ok ok oK ok ok 3k sk o oK oK ok ok 3k koK koK ok 3k ok 3k koK K ok Kk ok

This software and related documentation are provided under a
disclosure and are protected by intellectual property

laws. Except as expressly permitted in your license agreement
or allowed by law, you may not use, copy, reproduce,
translate, broadcast, modify, license, transmit, distribute,
exhibit, perform, publish or display any part, in any form or
by any means. Reverse engineering, disassembly, or
decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without
notice and is not warranted to be error-free. If you find any
errors, please report them to us in writing.

Copyright (C) 1988, 2017, Oracle and/or its affiliates.

All Rights Reserved.
sk 3k sk 3k skosk skosk skosk skosk skosk skosk skosk skosk skosk skosk skosk skosk skosk sk sk skosk sk sk skosk skosk skosk skosk skosk skosk skosk skosk skok skok skok skokskok sk -->

¥ OX K X K X X K X X X X X X ¥ X X

Deploy and configure the SecureAuth appliance

Use the following instructions to do the following:

= Set up the SecureAuth realm

= Deploy the custom PeopleSoft Signin.html
= Validate the workflows

= Perform deep linking

SecureAuth www.secureauth.com
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= Troubleshoot

Set up the SecureAuth realm
1. Follow default rules for defining the Data and Workflow information for the realm.

2. Copy the files PeopleSoft.aspx and PeopleSoft.aspx.vb located under \SecureAuth from the decompressed
.zip file to the SecureAuth Identity Platform realm to be used for SSO into PeopleSoft.

For example, copy the files to D:\SecureAuth\SecureAuth1\Customized.

3. Onthe Post Authentication page of the PeopleSoft realm, select Use Custom Redirect from the
Authenticated User Redirect dropdown.

4. Assign the page Customized/PeopleSoft.aspx in the Redirect To text box.

Post Authenticabion AP1 Log

v Post Authentication

y Use Custom Redirect w

Customized Pecple Soft aspx

SecureAuthQ

SecureAuth Admnistatio

Browse
SecureAuthl (7 v v Password Reset
Propleso
SecureAuth998 N e
OATH Enrgé L

v Multi-Factor App Enroliment

OATH Options

OATH Seed (Single) v
False - Reuse same seed v

False v

& digits v W
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<appSettings>
/* obtained from PeopleSoft server. see deployment guide */
<add key="PSVersion" value="{V1.1}" />
/* obtained from PeopleSoft server. see deployment guide */
<add key="PSKey" value="" />

/* example:

http://<<FQDN>>:<<port>>/psc/ps /EMPLOYEE/HRMS/C/NUI_FRAMEWORK. PT LANDINGPAGE.GBL?
<add key="PSRedirectURL" value="https://<<FQDN>>" />

/* the default PeopleSoft signon URL, where users can NOT be redirected to */
<add key="PSSignIn" value="http://<<FQDN>>/psc/ps/" />

</appSettings>

Deploy the custom PeopleSoft signin.html page

Copy and replace the custom signin.html page to the default sign-in path in PeopleSoft. The following is an
example path in a Linux server.

/home/psadm?2/psft/pt/8.56/webserv/peoplesoft/applications/peoplesoft/PORTAL.war/WEB-INF/psftdocs/ps

This page has a custom JavaScript code that initiates the auto-redirect to the SecureAuth login page. Update the
psTarget URL as needed. The script supports deep linking within PeopleSoft if the saRedirect variable is
populated properly. If not, the default value noted as psTarget is used to build the correct redirect URL to
SecureAuth.
<script language="JavaScript">

var sDomain =
"<%=AuthTokenDomain%>";, try {

document.domain = "<%=AuthTokenDomain%>";

}
catch (err) {; }

var saRedirect = "<%=error%>";
var psTarget =
"https://yourdomain.com
/psc/HRPRDES/EMPLOYEE/HRMS/s/WEBLIB_PTBR.ISCRIPT1.FieldFormula.IScript_StartPage";

if(!saRedirect) {
saRedirect = "https://yourdomain.com/secureauthl/secureauth.aspx?RedirectUrl="+

encodeURIComponent(psTarget);
}

top.location.href = saRedirect;

</script>
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Validate the sign-in workflow
1. Open a browser and navigate to the SecureAuth realm used for PeopleSoft, for example,
https://localhost/secureauthl/secureauth.aspx

2. Log in with the user account to use to verify the sign-in workflow. In the following example, GMILES is the
user account to be verified and it is added in the Username text field.

This account must be a valid account that is in the user store configured for the realm and accessible by the
PeopleSoft system database.

:Im_SECUREAUTH

PeopleSoft

FOLEES I By
Thits i3 2 publsZ Computer

® This is 2 privabe compater

3. The browser will redirect to PeopleSoft and log the user in, arriving at the page specified in the
PSRedirectURL configuration of the realm.

The following image is an example of the home page for user GMILES, which was verified by the SecureAuth
realm after redirection from SecureAuth and successful login to PeopleSoft.
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ORACLE ~ Manager Self Service

Approvals Company Directory

Team Time Open Jobs
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Perform deep linking

The SecureAuth appliance realm can redirect a user to a page other than the default landing page specified in
the web.config entry described earlier. This is often used, for example, for portal links or personalized links users
might receive in an email to review a specific report. This functionality is built into the post-authentication page
installed earlier in this document.

= Default behavior
By default, all users will be redirected to the landing page specified in PSRedirectUrl.

= Linking behavior

To support redirecting a user to a specific page other than the default, when formatting a published link to
PeopleSoft, format the URL to point to the appliance realm and append the parameter RedirectUrl URL
Encoded. The following example shows a link set up in this way:

http://secureauthserver/realmnumber/secureauth.aspx?RedirectUrl=

https%3A%2F%2Fpeoplesoftserver%2Fspecificpage%3Foptionalparamter1%3Dvalue%26optionalparamter2
%3Dvalue
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Troubleshooting

If an error is encountered during the process, the screen below is displayed.

ORACLE’
PEOPLESOFT

Authorization Error -- Contact your Security Administrator

User ID

Password

Select a Language

English

B Enable Screen Reader Mode

For further information about troubleshooting, the log file will outline the cause of the error (as outlined
below):

1. If you experience any difficulty, close all browser sessions and attempt the workflow again. If this does not
solve the issue, restart the PeopleSoft system.

2. Credential validation is handled by standard SecureAuth realm functionality. Contact SecureAuth Technical
Support if you encounter an issue with logging a user in at the SecureAuth realm level.

3. If you encounter the issue noted above where the user is logged in as SALOGIN, contact SecureAuth
Technical Support.

Arrange for an online support session with your local PeopleSoft administrator that has access to PeopleSoft
administrative functions and has access to the operating system file system to retrieve log files.

The log file for Signon PeopleCode in available in the Validate_User function described earlier in this
document. A copy of the audit can be retrieved. By default, the file name will be
SECUREAUTH_SA_SIGNON_SA_AUTH.FieldDefault.txt.

SecureAuth www.secureauth.com 28



PeopleSoft VAM Deployment Guide

References and release notes

The reference details Oracle documentation for sign-on and user exits. The release notes track all significant
changes from the most recent to older.

Reference

Oracle: Employing Signon PeopleCode

https://docs.oracle.com/cd/E26239 01/pt851h3/eng/psbooks/tsec/chapter.htm?File=tsec/htm/tsec09.htm

Release notes

Version 2.2.1 — 04/10/2019
Enhancement: all the settings are configurable using a table in the database.

Enhancement: PeopleSoft project updated to include all the objects, no further PeopleCode change is
needed.

Enhancement: SALOGIN and the WebprofileUser is a configurable value.
Enhancement: LOG file name and path is configurable and has more details for troubleshooting.
Fix: issues with deep linking in PSC vs PSP pages, default redirect as a fall back mechanism.

Version 2.2 —11/23/2018

Fix: PeopleCode was calling Error before logging, resulting in some error conditions not being included in the

audit file.

Fix: Deep link feature was truncating parameters.

Fix: Log fie was not being closed at the end of Validate_User.

Maintenance: Explicitly defined all variables in PeopleCode.

Enhancement: Switched to form POST to send user credentials to PeopleSoft.

Enhancement: Post-authentication page now supports User ID mapping based on realm configuration.

Version 2.1 —10/22/2018
Fix: Expiry tolerance now supports +/- between servers instead of only +.

Enhancement: Added support for redirection after login to support deep links.

Version 2.0 —09/25/2018

Enhancement: Replaced secure cookie with querystring parameter to support both on-premises and SaaS
implementations.

Enhancement: Added support for SP-Initiated workflow so when a user enters their credentials at a
PeopleSoft login they will be redirected to SecureAuth.

Enhancement: Added expiration to encrypted token.
Maintenance: Redesigned the PeopleCode distribution to use a new Record instead of adding to
FUNCLIB_LDAP?2 for PeopleCode Signon.

Version 1.0 —6/15/2018

Initial release supporting IdP-Initiated from SecureAuth to PeopleSoft using a secure cookie for authentication.

SecureAuth www.secureauth.com
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Upgrade information

Before upgrading SecureAuth software, open a Support ticket. The process of upgrading to a newer SecureAuth
software version might cause the SecureAuth VAM to become invalid and stop working. When your site is ready
to upgrade SecureAuth software, get started by creating a support ticket and selecting | have a question or issue
regarding SecureAuth Value-Added Modules (VAMs) from the "Submit a request" list. A SecureAuth Tailoring
engineer will contact you to evaluate and ensure that the VAM will work with updated SecureAuth software.
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