Balancing Friction
with Security

Latest Trends in Frictionless Security
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Speakers & Housekeeping ltems

* Presentation will last 30 minutes, with an additional 15
minutes for Q&A, so take advantage of your time with these
|AM experts — we want your participation

« Use the chat box of the Zoom platform to ask questions, as
the audience members will be on mute

« Everyone will receive the webinar recording and
presentation slides in the next few days

* |ntroductions

Jack Poller
Senior Analyst, ESG

Paul Trulove
CEO, SecureAuth
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What are the
IAM report highlights?




Internal/on-premises cross-domain
March 2022 ESG Report e e

Securing the ldentity Perimeter with

Defense in Depth External/third-party federation/SSO
Public cloud federation/SSO

Pre-integrated Saa$S applications/SSO

Majority of Organizations
Use SSO... OpenlID connect/social sign-in

.Because SSO Reduces

FriCtiOn and |mPr°V95 User We Expect SSO to Reduce We Expect to See a Cost/Benefit

H Friction and Improve the User Return from Adopting SSO
Experlence Experience
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MFA and SSO are Most Widely Used and Most Effective IAM Solutions

IAM Solutions Currently In Use Most Effective IAM Solutions

Multifactor Authentication 58% Multifactor Authentication 23%

Single sign-on 55% Single sign-on 14%

ldentity governance and

Identity governance and
49% administration

o . 6%
administration

Identity-as-a-service 47% Identity-as-a-service 1%

Privileged Access Management 39% Priviieged Access Management - gl
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MFA Use Will Increase...

Expand use of existing MFA solution to wider
group of users

Add new factors of authentication for ease of use

Add MFA-protected or passwordless
authentication for desktop login

Enhance 2F A with adaptive MFA thatincludes
other factors such as device status or location

Requiure the use of MFA for access to cloud
management consoles

Add new factors of authentication for higher
assurance

Phase out SMS-based codes with mobile
authenticator apps
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Passwordless is Becoming Strategic

Passwordless is Our Top Identity-related Passwordless is Among Our Top-three We have Started to Transition to
Activity Identity-related Activities Passwordless Technologies
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Passwordless Reduces Risk, Increases IT/Security Efficiency

... And improves the user experience

m Significant positive impact m Slight positive impact m No impact m Slight negative impact Don’t know / too soon to tell

0% 20% 40% 60% 80% 100%
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Biometrics and
Security Keys are
Most Popular

Passwordless
Authentication
Methods

Biometrics

Security key

46%

43%

One time password token
Contextual data
Knowledge factors

PIN

Internal authenticator
Smartcard

Behavioral biometrics
Pattern or picture

Out of band authentication

30%

27%

27%

25%

21%

18%

16%

12%

2
o
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What are the latest
passwordless technologies?




Optimal Passwordless Experience =

Continuous Authentication
What Passwordless IDPs Should Provide vs. Typical IAM Solutions

= =)

)

Post-Auth
Activities

Login with
username
only

Pre-Auth
Context

Open
Site/App

Typical Solutions
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How can you extend the
security of your existing
IDP investment?




Using Multiple IAM Technologies to Extend Your Existing IDP for
a more Secure and Frictionless Experience

 Attain a true passwordless experience using
your existing IDP (e.g., Okta or Microsoft)
with an advanced IDP technology

* Provide broader endpoint coverage
* (et real-time threat data from more sources

« Create more context-driven, adaptable login
journeys

* Future-proof user-centric Zero Trust
approaches
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What does the future
hold for I1AM?




Dynamic Identity Policy
Enabling Engagement & Security

Continuous
Authentication
- - Adaptive
Identlty Securlty & Authentication
Zero Trust Multi-Factor ‘
Authentication
RIGHT User
RIGHT Access Two-Factor ’
RIGHT Resources Authentication
RIGHT Reasons Operational ‘
With the RIGHT EXPERIENCE Efficiency ‘
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Dynamic Identity Policy

How do you secure one identity that has multiple affiliations / personas to an organization?
How do you enforce security with ever-changing roles and responsibilities?

pAY

—

Nurse who works different times of the day has different
responsibilities. Night shift doesn’t allow access to pharma
dispensary, but privileges change if they are assigned as the
charge nurse in the afternoon.
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Dynamic Identity Policy

How do you secure one identity that has multiple affiliations / personas to an organization? How do
you enforce security with ever-changing roles and responsibilities?

Financial investment firm works with different partners who
have relationships with the customers. The firm can’t view
all customers at once, as they must log-in into different
partner portals for such information.
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LN

__ _Q8&A

| Type Questions in Chat

Jack Poller Paul Trulove
Senior Analyst, ESG CEO, SecureAuth
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Further Resources (and thank you for attending!)

SecureAuth.com ESG Report Webinar Recording & Slides

@ SECUREAUTH . : -
rodu olutions oW
.. G Enterprise Strategy Group | Getting to the bigger truth. &“\ - - -
a diveson of TechTarget & -
Balancing Friction

with Security

Latest Trends in Frictionless Security

Securing the
Passwordless, Identity Perimeter

Continuous Authentication™ with Defense in Depth
for Everyone, Everywhere

With SecureAuth, every digital journey is simple, seamless, and secure to support your Zero
Trust initiatives.

.ll @SECUREAUTH

Seeitin Action > Watch Video >
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https://www.secureauth.com/
https://www.secureauth.com/resource-center/ebooks/esg-report-2022/

